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Reservation of Critical Cloud Computing Resources
ABSTRACT
This disclosure describes enterprise computing resource protection, e.g., virtual machines
or other resources distributed over multiple cloud data centers in different locations. Resource
protection is enabled based on user selection of resource protection via a user interface. Users
can provide input to select a particular project and a corresponding time period when the
compute resources are to be protected (reserved). The selected project is traversed to identify the
compute resources utilized and a clone of the user compute environment is created as a backup
environment, with resources in the backup environment being reserved for a time period
specified by the user. In the event of a disruption to a main (production) compute environment,
the backup environment is utilized to recreate the computing environment with minimal
operational disruption.
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BACKGROUND
Enterprises commonly deploy compute environments (e.g., virtual machines, virtual
networks, etc.) in multiple datacenters that are spread over different geographical locations.
Enterprises face time periods during the course of their business calendar where maintaining
computing resource uptime is critical. For example, a retail enterprise can ill afford to have a
computing outage during a sale period, e.g., Black Friday sale in the United States. Similarly, it
is important for a media enterprise to have 100% uptime of their production computing
environment during a major sports or other live media event. During conditions of a natural
disaster and/or other disruption, there can be competing demands for backup computing
resources. It is important to an enterprise to protect (reserve) suitable backup computing
resources, particularly at time periods that are business critical for the enterprise.
DESCRIPTION
This disclosure describes techniques to provide protection for enterprise computing
resources deployed in a cloud datacenter based on user selection of the resource protection via a
user interface. An administrator or other user with authorization to control enterprise computing
resources is provided with an option, e.g., a button, clickable link, etc., to reserve compute
resources for a specified time period. This can enable the enterprise to switch their computing
environment to a backup computing environment in the event of a natural disaster or other
disruption.
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Fig. 1: Reservation of compute resources via user input
Fig. 1 illustrates an example user interface of a compute environment management portal
that enables user selection of resource protection, per techniques of this disclosure. In this
illustrative example, a user interface (110) displays the compute resources (120), e.g., virtual
machines, virtual networks, etc., utilized in an example project. The resources are spread across
various data center locations, e.g., “Region 1” and “Region 2” in the example of Fig. 1.
The user interface also includes an option (130) that enables a user, e.g., an administrator,
to protect the compute resources for a specified time period. Upon user selection of the option, a
replication of the computing environment is performed such that in the event of an outage at the
production environment, the replicated environment can be brought into use.
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Fig. 2: A computing environment is cloned and protected (reserved)
Fig. 2 depicts example workflow for the selection of cloud computing resources, per
techniques of this disclosure. User input is received (210) that specifies a project for which
compute resources are to be protected. The user input may be received, for example, via a user
interface option that enables user selection of a project and a corresponding time period when the
compute resources are to be protected (reserved).
The specified project is traversed (220) to determine the compute resources utilized in the
project. A clone of the environment is created (230) as a backup environment that can enable
quick recovery, if needed. The resources in the backup environment are reserved (240) for the
project for a time period specified by the user.
In the event of a disruption to a main (production) compute environment, the reserved
compute environment can be utilized to enable the enterprise to recreate the computing
environment with minimal operational disruption.
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CONCLUSION
This disclosure describes enterprise computing resource protection, e.g., virtual machines
or other resources distributed over multiple cloud data centers in different locations. Resource
protection is enabled based on user selection of resource protection via a user interface. Users
can provide input to select a particular project and a corresponding time period when the
compute resources are to be protected (reserved). The selected project is traversed to identify the
compute resources utilized and a clone of the user compute environment is created as a backup
environment, with resources in the backup environment being reserved for a time period
specified by the user. In the event of a disruption to a main (production) compute environment,
the backup environment is utilized to recreate the computing environment with minimal
operational disruption.
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